Privacy, Confidentiality and Information Security Agreement for Non-MU Employees
A request has been made that I be granted access to Protected Health Information (PHI) maintained by University of Missouri Health Care “MUHC”  including, but not limited to, certain information which is maintained or transmitted in an electronic form and the global search function of the MUHC Electronic Medical Record. I understand that my access is to be governed by this agreement and it is important that I read and become familiar with all of the terms of this agreement.

In accordance with the Health Insurance Portability and Accountability Act (HIPAA) “Protected Health Information (PHI) means any information, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; provision of health care to an individual; or past, present of future payment for the provision of health care to an individual, and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe that the information can be used to identify the individual, and shall have the meaning given to such term under HIPAA and the HIPAA regulations, including, but not limited to 45 CFR § 164.501.( See Appendix A) 

As a condition to receiving a computer user ID and a password and being allowed access to a system, global search function and/or being granted authorization to access any form of PHI identified above, I, the undersigned, agree to comply with each of the following terms and conditions:

1. My user ID and password is equivalent to my LEGAL SIGNATURE and I will not disclose this to anyone or allow anyone to access the system using my account and password. I will select my password in accordance with instructions I receive from the Security Department of the Information Technology Services Department of MUHC.

2. I am responsible and accountable for all entries made and all retrievals accessed, all searches of the system under my account and password, even if such action was made by me or by another due to my intentional or negligent act or omission. 

3. I will not attempt to learn or use another’s account and password.

4. I will not access any on-line computer system using an account and password other than my own.

5. I will limit my access to information strictly necessary to carry out the activities for which this account is being requested and I will not access or request or search for any information that is not directly related to the official activities for which I have been granted access. In addition, I will not access or search for any other PHI, including personnel, billing or private information.

6. If I have reason to believe that the confidentiality of my account and/or password have been compromised, I will immediately notify MUHC  abuse@health.missouri.edu and the MU Health Care Privacy Officer at adamstin@health.missouri.edu and comply with instructions I receive from them.  
7. I will not disclose any PHI unless required to do so by law or the terms of a contract with MUHC.  I also understand that I have no right or ownership interest in any PHI.
8. I will maintain the minimum necessary standard of HIPAA for all accesses, uses searches and disclosures of PHI.
9. I will not leave a computer unattended while signed on.

10. Any computer that I access PHI from must automatically lock if the application has not been used for 5 minutes.

11. Prior to accessing any PHI I will read the MUHC policies and complete the MUHC HIPAA Module related to accessing, using and disclosing and searching PHI.

12. I will comply with all policies and procedures and other rules of MUHC relating to PHI and my computer account and password.

13. I understand that my use of the system will be periodically audited to ensure compliance with this agreement.

14. I agree not to use the information in any way detrimental to the MUHC, its patients and the patient’s families and I will keep all such information strictly confidential.

15. I will not disclose protected health information or other information that is considered proprietary, sensitive, or confidential unless there is a business need to do so, and until I notified MUHC and the appropriate consents have been obtained prior to the disclosure.
16. I agree that disclosure of PHI is prohibited indefinitely, even after termination of business relationship, unless specifically waived in writing by MUHC.

17. This agreement and my legal obligations shall survive the termination, expiration, or cancellation of this access agreement.

18. I further understand that if I violate any of the above terms, I may be subject to: (i) termination of my access rights under this access agreement; (ii) that the access rights of any or all other persons associated with the entity may be terminated (iii) that I will be subject to legal action for monetary damages and/or injunction, or any other remedy available to MUHC; (iv) that I may become subject to criminal prosecution under 42 U.S.C. § 1320d-6, which may lead to the imposition of fines of up to 1.5 million dollars and or imprisonment for up to 10 years if I knowingly disclose or misuse PHI; and, (v) that I and/or the entity on whose behalf I have been issued access may be subjected to the imposition of civil monetary penalties by the U.S. Department of Health and Human Services 42 U.S.C. § 1320d-5.

19. I will only access MUHC PHI from secured systems or encrypted mobile devices. 

20. I will comply with all federal and state statutory and regulatory requirements (45CFR Parts 160 and 164 (HIPAA) and the Health Information Technology for Economic and Clinical Health (HITECH) Act.

21. I understand that the patient PHI I access is confidential and will not copy or disseminate except as authorized or allowed.

a. This means the medical record information that is being accessed cannot be released to anyone for any reason by you or anyone in your office.  Copies of MU Health Care Medical Records should be obtained through the MU Health Care Medical Record’s Department.

I have read and understand the foregoing and my legal obligations under this External User Confidentiality Agreement. 

Printed User’s First Name__________________________  Middle Initial:_____

Printed User’s Last Name ______________________Date: __________________

User’s Birthdate (mm/dd/yyyy): _________________Gender (M,F): ___________

User’s Signature_______________________ Dept/Unit_____________________

User Title: _________________________________________________________

User Telephone Number:  _____________________________________________

User Email: ________________________________________________________

Entity Represented: __________________________________________________

Name Of Immediate Supervisor: _______________________________________

Title Of Immediate Supervisor: ________________________________________

Telephone Number Of Immediate Supervisor: ____________________________

Appendix A

19 HIPAA/Health Information Technology for Economic and Clinical Health (HITECH) Protected Health Information (PHI) Identifiers:
a. Name 
b. All geographic subdivisions smaller than a state (street address, city, county, and precinct) (Note: ZIP code must be removed, but can retain first 3 digits if the geographic unit to which the zip code applies contains more than 20,000 people)
c. For dates directly related to the individual, all elements of dates, except year (i.e., date of birth, admission date, discharge date, date of death) all ages over 89 or dates indicating such an age 
d. Telephone number 
e. Fax number 
f. Email address 
g. Social Security number 
h. Medical Record number 
i. Health Plan number 
j. Account numbers 
k. Certificate or license numbers 
l. Vehicle identification/serial numbers, including license plate numbers 
m. Device identification/serial numbers n. Universal Resource Locators (URLs)

o. Internet Protocol addresses (IP addresses) 

p. Biometric Identifiers 

q. Full face photographs and comparable images 

r. Any other unique identifying number, characteristic, or code 

s. Genetic Information
PAGE  
Page 6 of 3


