Direct Secure Messaging

Direct Secure Messaging provides a way for UMHC to send a secure patient message directly from PowerChart to
another provider or facility.
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Creating a Direct Secure Message

8 B Communicate
o
Reminder

[l Patient Latter 1) Open the patient chart
3 Provider Letter

ient Information

2) Click Communicate/Message from the toolbar Menu

P Now bossage | 3) Click the binoculars at the end of the To

Task Edit

® high €, NotFy SiMessage Journal(3) field so the Address Book will appear
Patient: | ZTEST, COUGAR 1@ Caller: [ ZTEST, COUGAR T Gl = ]
T [ i Olnclude me
| I
ENILES G e nera| Messacelll Address Book 4) Click the External tab m "|
Attachments e
LI Transition of Care [ Internal | External
Last Mame: First Name: Organization: Speciality:
hMaccana [da\flS :|
Arial £ ‘ E
Fav.. MName N Organizati.. |Specialities
-~
= O Davis, Thomas W,

5) Type the last name of the person in the Last Name field and
= OPavison, Jason 4 press Enter. If there are multiple people with the same last

name they will display below.

Fav.. |Met.. |Mame Ernail Organizati.. |Specialities |Del..

There are no items to show,

Cancel
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Address Book

Internal | External ‘

Last Mame;

First Name;
[voss

Crganization: Speciality

Fawv. |Name

= 0 Woss, John Robert O (1)

Email Organizati.. |Specialities

jwoss@tigerinstitute.cernerdirect.com |Tiger Instifu...

6) Double click on the direct mail address so it will populate be

low.

Faw. |Met. |Name Email Organizati... | Specialities |Del..
To  Voss, lohn Robert jwoss@tigerinstitute.cernerdire.. Tiger Instit.. *
7) Click OK ?‘I Ok ] [__Cancel ]

W8 New Message

Task  Edit

% High €, motiFy 3 Message Journal FLaunch orders

Patient | ZTEST, COUGAR 18 caller: [ ZTEST, COUGAR ] Caller #:[H (572) 884-6312 ]

To: |oee tobn Bk civaca@minerinciitite cornardivact com - [%] |88 Cinclude me

| Ji

Subject: v Save to Chart  As: |Genera\ Message n ‘

Attachments

[ Transition of Care I Browse Documents 1 [ Other Attachments ]

Meccana

el vz ] @ a8 §© BUISE & af P

Dear Dr Direct E-Mail, ~
| am sending you this referral information on Patient XY2Z

If a provider has an autotext of a specific |etter that they want to use it can be popped into this screen

8) Type a message to the provider. Auto
texts will work in this field.
he

Actinne
[CJPhone message call me with results A Remind on: [ ] -
[CIPhone message call the charge nurse with Due on: [ ] o | [P
[CIPhone message call the nurse with result N |
[[IPhone message call the ordering physicia ~
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Attaching a Clinical Note to the Direct Secure Message

Wh New Message

e
# High £, NotFy 38 Message Journal

Patient: | ZTEST, COUGAR

J(@ caller: [ ZTEST, COUGAR

%ﬁLaunch Orders

] Caller # [H (573) 884-6312 ]

To |btrnce tobm Brbert ciuncemtinerinetitite rormardiract cam - 3%

B Olinclude me

1) Click Browse Documents to attach a
Clinical Note to the Direct Secure Message

@

Dear Dr. Direct E-Mail,

Attachments

[ Transition of Care Browse Documents 2r )
Macezra

A vz v @ ae % BU/JS E=E= &ef &

LTEST, COUGAR Birth Date - 03720/19%60)

Please select the clinical documents vou wish to atkach,

Dake Subject

07/09/2014 OB Yag Delivery Procedure/L&D Sur

Date range looks back one _@

year. Change the date range
by typing it or by clicking
the drop down calendar. »

Since: | pglzsfzniz | L e

dicine Clinic Mote

07f0ziz2014  ophthalmology Consulk - Meonatal

0ef27i2014 Letter bo Patienk

Barger , Scokk &

Sinels BAL Al S

2) Click the checkbox to attach the document

Multiple documents can be selected if desired.

ory Patient Depart Summary

06/17/2014  Dwsuria *ED

wilson DD, Christine Leanne

Ritchie FMP, Debra K

"N Click More to display more

documents. When the
More button is dithered it
means there are no more

08{07jz0

oo reOoOOoOOoOOoOoooof

Mare

documents to display.

Bietsch NS5, Deborah Ann

Progress Mote

Letter ko Patient

Clinic Wisit Summary

Adrninistrative Letker

Ambulatory Patient Depart Summary
Ambulatory Patient Education
Ambulatory Patient Depart Summary
Farily Medicine Clinic MNote

Ambulatory Patient Education

Bielden

3) Click OK

Medicine Clinic Make

| &

Ok l [ Cancel l

T

Ce; [

T iact |

Selected document(s) display as a

link above the Message panel. |

Browse Diocuments

|| Other Attachm

bl accama

0617201 4) Family Medicine Clinic Mote [ % )

Arial v |12

v @ a8

Dear Dr. Direct E-Mail,
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Attaching a File from Multi-Media Manager to the Direct Message

S8 New Message

W& Attachments

Choose a file bo attach:

Task  Edit
¥ High ﬂ. Mokify 38 Message Journal (3)

Patient: [ ZTEST, COUGAR 1@ caller: [ ZTEST, COUGA
Ta [‘u’m-:-: Irhin Beobart sivoccimiticaringtitinte carnardirect corm s |Y|
cC
) Click Other attachments
Subject:
Attachments s~
LI Transition of Care [ Browse Documents ] L Other Attachments

Do NOT click on Browse by itself. If

you do you will see \\client\c$S

Browsze.. | ™ |

Curregt fils attachnisnhs:

which doesn’t help you get to any
documentation in PowerChart.

MultiMedia Manager

Click the drop down arrow by
Browse/Multi-Media Manager

E MultiMedia Manager

Eile VMiew Help

View Media

+Add - Fshow - FExport  @lnactivate & Find Display: J 2'Refresh Humber Per Page
Patiert: ZTEST. COUGAR 4 |Mame & [Date Modified [Service Date [Size [ @ [@ [©
MEN- (11-33-37-07-1 E 5 Clinical Attachment
il (024264201 4) test bmp 2/26/20141506  2/26/2014 1508 2115kb [}
FIN: 22238357 |4 (03/08/2013] Demataloy Consult Note /2620181501 2/26/20141501  S2kb )
Wisit Date: 5/19/2012 |4l (06/1742014) Family Medicine Clinic Hote 8/26/201410:42  B/28/2014 1042 67kb <]
— 41 (10/25/2013) Hame Visit Hote 2/B2MATE0 2/26/2014 150 43kb )
Eontent Type: Clinical Photo 0 (11144201 3) Admission Information LOEAAROE 22620141508 37 kb <]
Service Date: 7/2/2014 1708 41 (11/14/2013) Admission Nate 2/BAMATE0 /262014150 46kb [
Create Persor: Barger , Soott & 24 (11/21/2013) Progress Nete 2620141501 2/26/2014 1501 94 kb )
Date Modified: 74242014 1708 4 E[iﬂieﬂn-zﬂw30706-085150-8\:[8 bt odf 100317013115 10037013115 02 kb e
) il imagesipg <]
Version Mumber: 1
& ctopharyriipg 1 H H [i]
Nare. epes [ b o O€1€Ct the desired item from the list o
Media Type: image/ipeg 4 test pdfpdf [i ]
Size[bytes): 90,783 L4 test pf.pof LA in) B ot L P B B e ) [:]
& [z Clinical

Photo

kb

Ready.

Page 1 of 2[32 Listings match your search |

& otopharyr circled [i]
L& Test 1114720131214 1114/20131274 3307 kb [:]
B [z Dematalogic
& Box Z/26/20140356 2/26/2014 0356 2754 kb
& Door 2A2/20041224 2n2/2M412:24 4793 kb [:]
3 ringworm on am 34472014 10:28 34,2014 10:28 47 kb
o Test 1044720131421 10/14/201314:21 3082 kb
a8 Test 10/414/201314:21 101420131421 3244 kb i ]
L& Test3 1041472013 1614 10/14/201316:14 - 3897 kb
[E = Other Images [Misc) <<Click to show all items>>
I 20140604112535 jpg E/4/2014 17:44 6/4/207417:44 242kb [:)
izl 20140604114638.jpg E/4/201411:48  B/4/201411:48  243kb [i]
L3 2040604315315 000 Eeasonia g Braoniaq1e7  179kh

Click Include or double-click on the item to include it

bnails v

—

PE10 |BROZK |8/28/2014  10:47

Include | Cancel
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The file appears in the field. m

Choose 5 file to V
| & | [ Attach

Click Attach to attach the file to the message

Current File at

Previous file attachments {view onlyy:

Click OK to include the attachment in the direct
secure message.

Cancel

Patient; | 184 Caller: [ ZTEST, COUGAR
To: lb.fncc lnhn Bobert sivncemitinarinetitiite rarnerdirect com lﬂ
e |

Subject: | (ISR VIR

Attachments

LI Transition of Care [ Browse Documents

|L_odf The attachment appears above the
{06/17/2014) Family Medicine Clinic hote 3] (08/28/2014) e ese body of the message

hdaccama

vl vifz v @ & & % BUIS
Dear Dr. Direct E-Mail,

Sending the Direct Message

W New Message

& of

Task  Edt
9 High £, motify 38 Message Journal (3)

(FLaunch orders

]

|88 Cinclude me

Patient: | ZTEST, COUGAR J@ caller: [ ZTEST, COUGAR 7 Caller #: [ H (573 884-6312
To: Ceivncemticerinetinita rarnardiract com s [X]
| &

v Save to Chart  As:

General Message

h ‘

Attachments

LITransition of Care [ Browse Documents ][ Other Attachments ]
Maccama

Arial vz |~ & 8

Doar Drect £l Click Send when you are ready to send the
I

direct secure message.

Artinne o

[CIPhone message call me with results -~
[[IPhone message call the charge nurse with
[CIPhone message call the nurse with result
[CIPhone message call the ordering physicia v
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Finding the Direct Message on Clinical Notes

|=) ZTEST, COUGAR - 01-33-37-07-1 Opened by Broz NSS, Karen

Task  Edit Chart  Links  Matfications

wu\l\—Pal\entTaskLlst =Message Center [J] Patient Access List B
C ~ B adHoc WImedication Adwi

lick Clinical Notes on s
the Menu

Yiew  Patient Index  Documents  Help

fle Edit View Window Help

faEE=Ew|

* Final Report *

Dysuria *ED

Patient: ZTEST, COUGAR MRN: 01-33-37-07-1 FIN: 22549832
Age: 54years Sex: Female DOB: 03/20/1960
Associated Diagnoses: None

Open Message/General -
. Author:  Ritchie FNP, Debra K
Messages to find the Basic Information —

sult type General Message History source: Patient.
—

direct secure message. 2ok st Erema
aned by Bt NES, Karen on 28 Augus 201 Click the link to open a pdf document. These pdfs
Encounter info. 21745383, UP-MOI, MOI OUTPATI
S SIAMMUED tachments are stored in Multi-Media Manager.
3A ViewPoint B August 2014 10:52 - (0B/28/2014) eyes

28 August 2014 10:52 - {0BA7/2014) Family Medicine Cli

Constitutional symptoms: Fever, chills, fatigue.

Skin symptoms: Negative except as documented in HPI.

Eye symptoms: Negative except as documented in HPI.

ENMT symptoms: Negalive except as documented in HPL

Respiratory symptoms: Negative except as documented in HPL
Cardiovascular symptoms: Negative except as documented in HPI.
Gastrointestinal symptoms: Pelvic, achy, pain.

Genitourinary symptoms: Dysuria

Musculoskeletal symptoms: Negative except as documented in HPI
Neurologic symptoms: Negative except as documented in HPI.

Psychiatric symptoms: Negative except as documented in HPL

Endocrine symptoms: Negative except as documented in HPIL
Hematologic/Lymphatic symptoms: Negative except as documented in HPL.
Allergyfimmunologic symptoms: Negative except as documented in HPI
Additional review of systems information: All other systems reviewed and otherwise negative.

& Summa

P Messages e

=B General Mess| | [From: Broz NSS, Karen
[ 08/28/201]|[To: Voss, John Robert <jvoss@tigerinstitute cernd
B 02267201 |[Sent: 08/28M14 10:52.49
[ 027264201 Subject General Message /
| 024267201 Patient: ZTEST, COUGAR, Date of Birth: 03/20/1

8 12/18/20|[Dear Dr. Direct E-Mail,
£3 Reminder
9 External Medical|||l @n sending you this referral information on Patie
3 Patient Educatio

£ Urgent Care If & provider has an autotext of a specific letter tha

Health Status

I-View Allergi
R 5 Rehabilitation Se | \<aren Broz Allergic Reactions (All
SO B9 Social Services | ||University of Missouri Health Care 59"%’35 Rash and ofh fic sk tion and rash.
MAR Summ. - Rash and other nonspecific skin eruption and ras|
! £ Summary of Carg Severity No Documented v

} o

Internal | External |

1 Last Name: First Mame: Organization; Speciality;
] Wioss john ]
Fav.. |Name Email Organizati.. |Specialities

= 0Voss, John Robert O (1)

rinstitute.cernerdirect.com |Tiger Institu..,

Click the Star to add the direct address of this
person to your Personal Address Book.

Maore

Fav.. |[Met.. |Mame Email Organizati.. | Specialities |Del...

There are no items to show,

0K
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W8 New Message

Task  Edit

? High £, Notify 38 Message Journal (3) ‘FJtaunch orders

Patient [ ZTEST, COUGAR / \ 2 ]
T Click in the To field. The name of the person @ Oincudeme
o -\- with the direct secure e-mail address will appear

Subject:

General Messagel

in the Personal Address List. ¢ 7]

Attachments

[ Transition of Care cume
Double click on the name to make it populate the

voss@tigerinstitute... To field.

- J

‘lnr\a\ v|[1o ¥ =N B

=
by
th
T
i
[}

& of

Finding Addresses for External Organizations in the External Address Book

Address Book

Type the name or a partial name of the
Internal | External organization in the Organization field
[ a5t Name: First Name: Jrganization: eclality:
[ cap] [ ]
Faw.. |Name Email Organizati.. |Specialities
= 0O Capital Region Medical Center, . 0 (1)
capitalregionmedicalcenter@direct.. Capital Reg..
The name of the organization will appear if they have a
direct secure messaging. If the organization has providers
with direct secure messaging addresses it would list them ;
along with the organization. If the More button lights u
Faw.. |Met.. |Mani g g g P ecialities |Del..
then you can click it to find more names.

Saving a Direct Address If It Isn’t in the External Address Book

W& New Message

Task  Edt

Type the direct address in the To field. Then right-click and select Add As
Favorite. This will add the address to your Personal Address Book.

# High (.Nntify ﬁMessage Journal (1)
Patient: [ ZTEST, COUGAR
To:

CC

M &8 O

(ZE
| &8

Add As Favorite

RVl S e e ral Message v | [FSave to Chart As

General Message

Attachments
I Transition of Care [ Browse Documents 1 [ Other Attachments
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Receiving a Direct Message in Message Center and Saving it to the Patient Chart

Message Center

Inbox Summary

Secure Messages X

Inbox |Proxies| Pools

Mienlaw || ast 90 Days | (=]

= Inhox Items {0)
Documents
= Results (0/1)
Abnormal (071}
Orders
= Messages (0/1)

Secure Messa

—{Communicate ~ Open Reply Reply All Forward Delete 48 Message Journal Select Patient | 3 Select Al Patient Match

Subject Create .. Update Date  Status From Priority Patient Name To
RE: General... 0 141 09/06/14 1 Qpened John i oss ZIESL COUGAR Broz NSS Karen

Secure Messages will appear in the Secure Messages folder in Message Center.

Double-click on the message to open it just like you would other messages.

Secure Messages » | Securc Message: ZTEST, COUGAR

Notice the tab says “Secure Message” when you open the message.

Siech cfReoly Al ChFormard Bopedete b e St @ B Gy

ZTEST. COUGAR

Allorgs: N, Claritin Hivss Relied, b Ko, MU Hoalao Jroi - Bk

4 08728714 11:49:32
Ruhiact RF: General Massage
T Broz NS5 Karen

TP | General Message

------------------------ Click Save to Chart to save the message to the patient’s
Patient: ZTEST, COUGAE. 54y Female 0372001860 Chart on the Clinical Notes tab,

Earen, attached is an image. pdf, and zml message.

L7

~ |#4 Clinical Notes

@ . . .
8 ¥ & & The message will appear under the Clinical Notes tab. Click Messages/General Messages.
Ko Notice the documents and pdfs appear as links at the top of the message.
8 CommunicatioN [[[Result type: General Message
P> Messages Result date: 0B Septernber 2014 17:45
PG M Result status: Final
= eneral MEss) | lpasult title: RE: General Message
E1 09/06/201 | [Perfarmed by: Broz NS3, Karen on 06 Septernber 2014 17:45
Encounter info: 21745393, UP-M QI MOl OUTPATIENT, 0212/2012 - 0241272012
Attachments:

05 Septernber 2014 17:45 - 2.jpg
05 Septernber 2014 17:45 - dMessage (51 wml
05 Septernber 2014 17:45 - AccountManagementTiger New Account Form. pdf

Patient: ZTEST, COUGAR. 54y Female 037201960

Secure sttt s Sole 5520 62 L ES L OLGAR
el Click the link in message in Message Center and the document or image will display.
Allergies

Framm: L
Sent 08/28/14 11:49:32
Snkiect RE: General M,

Continuity of Care Document Wesea

Created On: Tune 17, 2014

<Add Text>

Patient: PATIENT TEST MRN: M0O00300510

2

HOLTS SUMMIT, MO, 65043

(123)547-7850
Birthdate: January 22, 1976 Sex: Female
Guardian: Next of Kin: v
Earen, attached is an image, pdf, and xml message < | 5

Patient: ZTEST, COUGAR 54y Female 03/20/1960

|
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Messages that “Bounce Back”

If a message won’t go through you will receive a bounce back message in your Message Center Inbox immediately. The system
will try three times and if it won’t go through you will get a bounce back message. The technical team would like to know
there was a problem so please call or e-mail the Help Desk the following information:

e Name and direct e-mail address of the person you were trying to send the message to
e Time of the bounce back

e Name and MRN of the patient

e |f attachments were associated to the message

The technical team will investigate the issue and find out if there is an issue with the way we are sending the message or if
there is a problem on the receiving end of the message.

University of Missouri Health Care Direct e—mail Addresses

At University of Missouri Health Care your direct e-mail address will be formatted as follows:

e Cerner/PowerChart username@direct.health.missouri.edu — for example brozk@direct.health.missouri.edu

|
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